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Abstract: From its early days as an unchangeable log of bitcoin transactions, blockchain technology 

has developed into a dynamic framework for the development of dependable, decentralized 

applications. The author is not aware of any prior attempts to create a permanent system to trace 

the history of scientific data and automatically confirm its provenance records, despite blockchain's 

broad acceptance. This position encourages reliable data provenance compilation, verification, and 

administration through the use of blockchain technology. Several studies that examine the 

qualifications of the over one million students who graduate each year conclude that people in 

charge of diploma issuance are dishonest about the protection of student records. Due to the 

inefficient storage method, it becomes clear that the graduation certificate can be forged in certain 

cases. Although security flaws still exist, techniques for digital certificates have been implemented 

to fix them. Blockchain is a new technology that shows promise for data security applications. The 

immutable characteristics of the blockchain can be used to combat certificate forging. 
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I. INTRODUCTION 

Documents and certificates of graduation contain information that is confidential and not easily 

accessible to the general public. Because of this, there is a great need for a system that can guarantee 

that the content in such a document is real and not fabricated. The information in the paper should 

also be confidential, meaning that only specific people should be able to view it.  

Graduation certificates and documents contain material private to the people and cannot be readily 

available to anyone. Hence, there is a high need for a system that can ensure that the material in such 

a document is original, which ensures that document has come from an authenticated source and is 

not false. In addition, the material in the paper should be secret so that it can only be accessed by 

designated individuals. Electronic Validation Document An official can verify a user's identity and grant 

them access to restricted network resources by presenting them with a digital certificate that uses 

digital signature technology. Online government and commercial transactions, such as those in the 

traditional financial, manufacturing, retail, and public service sectors, can all benefit from digital 

certificates for the purpose of identity verification and data protection.  

The foundation of the new cryptocurrency market, which includes Bitcoin, is blockchain technology. 

The decentralized nature of blockchain technology is one of its primary benefits. This enables for the 

construction of disintermediary peer-to-peer (P2P) transactions, as well as coordination and 

cooperation in distributed systems, all without the need for centralized control or mutual belief across 
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character nodes. To do this, blockchain uses methods including time-stamping, distributed consensus 

algorithms, information encryption, and financial incentive systems. Thus, blockchain can offer a fresh 

solution to the long-standing issues with conventional centralized systems, like exorbitant operational 

expenses, subpar performance, and potential security risks related to data storage.This literature 

survey article's second section is devoted to a literature review that assesses prior research, and part 

three makes recommendations for more study. 

 

II RELATED WORKS 

[1] Caixia yang et al. introduced Blockchain research on cloud privacy and access control is rare. 

Traditional cloud access control has trusted centers and administrators, leaving it vulnerable to 

internal and external threats. The cloud access control architecture AuthPrivacy Chain protects against 

attackers' unauthorized access to resources. To blockchain, all authorized transactions are posted. 

This article uses EOS blockchain framework to add access permission and other information to 

blockchain transactions. Experimental results reveal that only authorized users can access 

resauthorces. The author's method assures confidentiality, integrity, availability, authenticity, and 

responsibility against external and internal management risks. 

 

[2] Ch. v. n. u. bharathi murthy et al. proposed For years, cloud computing has been around. People 

are still battling with cloud computing concerns such data security, administration, and 

interoperability. Blockchain technology is gaining popularity due to its security and authenticity. 

Integrating blockchain with cloud computing will improve usability, trust, security, scalability, data 

management, and more. The author briefly discussed cloud computing and blockchain technologies. 

author explained how connecting the blockchain network with a scalable cloud environment improves 

confidence, server service, data security, and user data management. 

 

[3] Pei huang et al. propose blockchain-based collaborative cloud storage data integrity auditing. 

Instead of a third party, the CAB may incorporate stakeholders to improve RDA process and 

conclusions. The DO can hide its identity and avoid verification because the GM's proxy role separates 

it from consensus. The incentive approach boosts CAB security and credit score stability, while the 

author's distributed consensus reduces centralization. A security assessment reveals the author's 

solution can withstand many attacks. CAB performance evaluation shows it is more DO-friendly and 

functional than blockchain-based auditing. The author's CAB cloud storage DO-CSP mutual confidence 

management is shown. 

 

[4] B. sowmiya et al. introduced The digital society struggles to store and convey data securely. Protect 

against new threats by updating encryption. Improve RSA and LECC encryption. A novel RSA-based 

Symmetric Cipher was created by studying symmetric encryption and cryptography. Hyper-ledger 

blockchain secures and identifies cloud data. The sensitive data will be encrypted with ECC and the 

nonsensitive using RSA. Secure hyper plan encryption. SSO swiftly processes blockchain transactions 

and searches user requests. Another technique loses to LEC. Dividing and encrypting vital and non-
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sensitive data on Hyperledger is costly and time-consuming but improves security, privacy, and 

usability. Midchain blockchains will face Hyperledger's security and performance. 

 

[5] Ruba awadallah et al. Change tracking in cloud databases requires authority control security. 

Unauthorized cloud database updates hurt. Blockchain should decentralize cloud service provider-

customer authorization and rearrange cloud databases. Client self-verification using agile or secure 

blockchain-based relational databases. The cloud relational database was created by adding SHA-256 

to chain records. A minimum of five cloud providers host the decentralized database. When clients 

inquire, cloud providers must update and link records. RDB signature verifies client outcome 

unanimity. Estimates say cheap agile BC-based RDB systems use 1 joule. Use high-speed databases. 

Safe BC-RDB beats proof-of-work. The system is costly and difficult. 

 

[6] Adeel ahmed et al. propose blockchain Edge Computing IoT automobile network QoS/fault 

tolerance. In the proposed paradigm, edge SDN nodes send messages. SDN prioritizes two car IoT 

alarms. Size, deadline, urgency. Possible SDN controller updates processor safety and non-safety. The 

fault tolerance mechanism verifies message acknowledgements after sending. Send again if 

undeliverable. The proposed model is compared to the newest QAFT-SDVN model in a custom 

simulator. Cloud servers store blockchain-verified edge server data. Protecting dangerous VANET 

service requesters with blockchain. Edge nodes in IoT automobiles and roadside devices reduced 

reaction time by 55%. The model reduced safety and non-safety message execution by 5%. 

 

[7] Gaetano volpe et al. implement Blockchains unify software architecture changes. Bitcoin's 

decentralized system and tamper-proof ledger have increased manufacturing productivity for a 

decade, especially in Cloud Manufacturing. Docker runs Blockchain software on flexible, distributed 

computers using Cloud Storage input files. A simple ANN task assignment problem speeds instance 

execution. His last case study is platform-based Ophthalmic Lens Manufacturing and Design Systems. 

Two findings are insightful. The new platform does not require major industrial process adjustments, 

the author shows. Second, the author emphasizes the benefits of transitioning from a static, 

centralized system to a flexible, decentralized, secure, and collaborative platform where lens 

designers can submit calculation techniques and manufacturers can use registered calculators.  

 

[8] Manyu zhao et al. addresses data silos and fabrication with blockchain-based environmental 

monitoring data security. It subverts the centralized environmental monitoring system. A practical 

Byzantine fault-tolerant group supervision (GSBFT) method reduces block computing and 

communication overhead. Monitoring node data storage burden is greatly reduced by cloud chain 

fusion data storage. AES and RSA symmetric and asymmetric algorithms encrypt monitoring data for 

transit and storage. The proposed technique may improve environmental monitoring security and 

reliability while considering system communication overhead and storage pressure, according to 

experiments. Although credible monitoring data for environmental transactions is crucial, this paper's 

solution solves environmental monitoring problems.  
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[9] Reyazur rashid irshad et al. introduced IoT-enabled Scalable and Secure Cloud Architecture 

addresses cloud data management, security, and scalability. We process user requests, secure data, 

and store data using blockchain, decentralized cloud nodes, and sophisticated MBRA & PQC 

encryption algorithms. The strategy was tested with big data and strong demand. In response speed, 

scalability, and security, SSCA beats MHEIS-CPMT, EAM, SCSS, and SHCEF. SSCA had 6.02 and 8.22 

seconds reaction times for 250 and 1000 devices, while MHE-IS-CPMT had 7.69 and 9.19 seconds. 

SSCA beats MHE-IS-CPMT by 1.67 and 0.97 seconds. SSCA had 0.934 25-user normalized AUC, MHE-

IS-CPMT, EAM, SCSS, and SHCEF 0.871–0.865–0.858–0.861.  

 

[10] G. Sucharitha et al. proposes a cloud-assisted attribute-based searchable encryption scheme on 

the blockchain. The system in this paper uses attribute-based encryption technology to enable data 

owners to perform fine-grained search authorization for data users. Use searchable encryption 

technology to complete the search of keywords on the blockchain and realize the secure access of 

data users to encrypted data. During the process, no vital information about keywords and data files 

will be leaked to the cloud server. author give detailed correctness proofs, performance analyses and 

security proofs. Numerical experiment results show that the proposed scheme has high efficiency. 

 

[11] Ruizhong Du et al. narrate Cloud servers are used for privacy-preserving SE searches. A 

blockchain-based study presents a decentralized security solution for rogue servers and user attacks. 

The PPSE does not require the DO to validate or provide results to a third party, unlike other 

verification methods. Blockchain stores accurate, immutable data. Authors keep the encrypted index 

in private blockchain and outsauthor encrypted documents to public blockchain. Access control 

enhances query efficiency and data security. The concept passes safety regulations, and the author's 

prototype experiments indicate its feasibility. 

 

[12] Suhair Alshehri et al. introduced Safe data transmission and dynamic access Improve IoT security 

and privacy using DSA-Block. The LDA records all generated data to verify user and device legitimacy. 

IoT devices and users use a GW that only requests edge server access delegation. Edge server access 

delegator selection is optimized by RHSO. Performance, attack detection, and environment security 

improve. Blockchain muddles lawful cloud data. Off-chain legal data is blockchain-hashed for security. 

Increase blockchain blocks and minimize transaction, block validation, and consensus time via PBFT. 

For environmental reasons, user attributes and users are eliminated. DSA-Block outperformed top 

simulations.  

 

[13] A. venkata nagarjun et al. proposes predict cloud threats and improve performance with 

blockchain. This technique increases sample type feature variance using multimodal feature analysis 

and deep learning models. Experiments show that the proposed model outperforms RSSI, GTM, and 

APG in cloud attack prediction precision, accuracy, recall, and AUC The suggested model boosts RSSI, 

GTM, and APG precision by 3.5%, 8.5%, and 10.4%. Proposed model had 12.4% higher AUC, 10.5% 

higher recall, and 9.0% higher accuracy. The architecture's energy efficiency, throughput, and block 
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mining latency are assessed. RSSI, GTM, and APG lose to the model. It has 12.4% faster block mining 

latency, 4.9% higher energy efficiency, and 9.5% higher throughput than RSSI. It defeats GTM 15.5%, 

8.3%, and 12.4% and APG 18.5%, 9.0%, and 14.4%. 

 

[14] Bao zhou et al. proposes Privacy for spatiotemporal large data with blockchain. Blockchain 

protects private data unlike prior systems. No encryption method is flawless. This protects classified 

data. Certain spatiotemporal data will leak, thus transactions must safeguard sensitive data. This 

method works with many spatiotemporal datasets. Develop blockchain technology swiftly to simplify 

system installation and lower development and operating costs. This boosts plans. Data transfer and 

system security improve with hybrid AES/RSA. An irreversible hash simultaneously verifies access 

node IDs. Comparisons of blockchain attack success rates assess system security. This scheme's system 

throughput calculations show 13.79 years of operation with 100 nodes with 2-second spatiotemporal 

data queries.  

 

[15] Atul b. kathole et al. Federated cloud storage and health monitoring protected data and forecast 

attacker sickness with deep learning. Online databases offer medical data. We collected internet data 

next. The ABE-optimal key encryption area received medical data. Blockchain held encrypted and 

decrypted data. Memory and computation are reduced by top HMO-EVO keys. Prediction data was 

encrypted next. MBiLSTM-GRU predicted illness. Hidden neuron, activation function, and epochs were 

optimized for accuracy, precision, MCC, and NPV via HMO-EVO. HMO-EVO-MBiLSTM-GRU-based 

federated cloud storage with health monitoring system has 32% lower MASE than DES, 46% than AES, 

52% than ECC, and 21% than ABS. FedCloud's health monitoring beat MASE. Dataset reliance and real-

time processing complexity may limit scalability and clinical use.  

 

[16] Shubham gade et al. in his investigation, he used the Hungarian approach, which significantly cuts 

down on the time needed to assign Ev change vehicle spots. This makes it possible for the Hungarian 

neural network to manage slot allocation more effectively. This deep learning-based Hungarian 

approach is called the Hungarian Network (Hnet) and is used to help solve the assignment problem. 

This method might potentially be applied to other deep learning issues requiring permutation 

invariant training (PIT) by using a deep learning neural network. In order to sustain the smart contract 

process, the blockchain can be formed using this Hungarian technique. 

 

 III PROPOSED SYSTEM  

The presented technique for the purpose of achieving Educational Certificate Management Using 

Blockchain has been illustrated in the system overview shown in figure 1 above. The proposed 

approach has been attained through the implementation of a number of steps that are described 

below.  

 

Step 1: Certificate Collection and Preprocessing – An interactive Graphical User Interface is developed 

using the Swings Framework of the Java Programming Language on the NetBeans Integrated 
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Development Environment. This user interface is being used for the purpose of providing the 

certificate as an input to the system. The certificate data is then read effectively and the Document 

Byte data is generated and provided for the next step for the purpose of Blockchain formation.  

 
Figure 1: System Overview Diagram 

 

Step 2: Security through Blockchain– This phase makes use of the stored document Byte Data achieved 

linearly through the previous step. Each of these documents are initiated with their own threads for 

the purpose of storing it securely.  

Before the data is being stored, the byte data are being used for the purpose of implementing the 

blockchain framework. This is done through the calculation of the hash key for the byte data through 

the use of the MD5 bit hashing technique. The resultant hash key is then shortened through the use 

of random character selection to maintain a reasonable key length.  

Eventually, the block chain's block head and block body are obtained. This procedure is being repeated 

for all of the document’s byte data in order to obtain the final head key as the terminal key. These 

keys are stored and used in the next step for the purpose of integrity evaluation though Bilinear 

Pairing.  

 

Step 3: Integrity Evaluation using Bilinear Pairing – The Blockchain for the document byte data is 

created in the previous step through the hash key calculation. The terminal key is generated in the 

previous step is stored securely is then utilized for the integrity evaluation through the detection of 

an Avalanche effect.  

The whole process of blockchain generation, as described in the previous phase, is repeated in the 

first layer of the Integrity examination. The received terminal key is therefore contrasted to the 

previously saved terminal key. If both terminal keys are exactly identical, the data can be considered 

secure; otherwise, the integrity review will proceed to the second layer. 
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The first layer of the Integrity assessment is depicted in equation 1. 

𝒇(𝑩𝑰) = ∫ (𝑃𝑇! = 𝐶𝑇) ⇒
𝑛

0
 𝑓(𝑁𝑇𝐸)__ (1) 

Where, 

f(BI)=Block Integrity  

N=Number of certificates  

PT=Previous Terminal Key 

CT=Current Terminal Key 

f(NTE) =Next Tier Evaluation  

 

Each newly formed certificate terminal key is matched to the certificate’s previously stored certificate 

terminal keys in the second layer of the integrity assessment. Individual certificates are regarded 

private and protected if all of respective certificate terminal keys are equivalent to their corresponding 

prior keys. Conversely, any shard whose keys are not identical is considered to be compromised. 

The previously stored head key of the compromised certificate is utilized as the previous key in the 

following shard to verify its integrity. Any alterations in the bit of the data blocks cause the resultant 

head key to have an Avalanche effect. This process continues until all of the certificate’s integrity 

findings have been recorded. Subsequently, the acquired findings are used to build a Document 

Integrity Report that is displayed in an interactive User Interface, including the appropriate warning. 

 

IV RESULTS 

This research study has detailed the proposed methodology to enable an effective way for 

determining document integrity and its analysis. Using the NetBeans IDE and the Java programming 

language, the method has been realized. An Intel Core i5 processor, 600 GB of storage, and 4 GB of 

RAM make up the development machine's configuration. The MySQL Database server has taken care 

of all the duties related to database storage. 

The performance of the suggested methodology has been assessed through considerable 

experimentation, which is detailed in the part provided below. 

The whole system's performance can be effectively realized through the performance improvement 

in this module. 

As the number of documents increases, the experimental setup will try to find the time it takes to 

form blockchain. The performance of the module is evaluated, and the results are documented in 

table 1 below. 

 

Table 1: Blockchain Creation and Key Generation Time 

No. of 
Document 

Block chain 
Creation Time 

Key Generation Time 

10 4 2 

20 16 13 

30 32 34 
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40 44 50 

50 52 58 

60 64 61 

70 69 71 

80 77 73 

90 81 79 

100 95 97 

 

 
Figure 2: Blockchain & key generation Time 

 

An effective graph is shown in figure 2 above using the values acquired as the subsequent outcomes. 

The results of the experimental evaluation make it clear that the time required to generate the block 

chain and keys are not directly proportional to the increasing number of documents. This represents 

the model is deployed properly in its first experiment. 

 

V CONCLUSION AND FUTURE SCOPE 

Blockchain technology has various potential uses, one of which is document storage. Numerous 

storage possibilities are available because to blockchain technology. However, the size of the 

document is important in this situation. Whether it's a string or something else entirely, everything in 

the block needs to be in bytes. Since the documents' sizes will be expressed in megabytes, it makes 

no sense to store them directly in the blocks. Therefore, the documents can be stored on a local 

computer or in a distributed file system, both of which are off-chain storage systems. In this effort, a 

blockchain network is developed for document storage. There are also instances where the graduation 

certificate can be falsified due to the lack of a trustworthy storage medium. Although security 

challenges have been addressed through the use of digital accreditation techniques, these problems 

continue to exist. When it comes to protecting sensitive data, blockchain technology is among the 

most current possibilities. Document fraud is prevented in part by the blockchain's immutability.  
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This project can be extended in the manner listed below to take into account new research avenues:  

Future research may focus on integrating the Educational Certificate Management Using Blockchain 

method into mobile application design. This would provide the secure access of certificates to any 

smartphone user. 
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